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What is prohibited?

When the University of Haifa, acts as a Federal contractor/subcontractor with the various Federal
bodies, the University is prohibited from discharging, demoting, or otherwise discriminating against
an employee as a reprisal for disclosing to any of the entities listed below (see Entities/Persons to
whom disclosures may be made), information that the employee reasonably believes is evidence of
any of the following (in regards to the Federally funded contract/sub-contract/award):

e Gross mismanagement of a Federal contract

e A gross waste of Federal funds

« An abuse of authority relating to a Federal contract'

e A substantial and special danger to public health or safety

e A violation of law, rule, or regulation related to a Federal contract (including the
competition for or negotiation of a contract.)

A reprisal is prohibited even if it is undertaken at the request of an executive branch official of
Israel or the Federal Government, unless the request takes the form of a non-discretionary directive
and is within the authority of the executive branch official making the request.

Entities/Persons to whom disclosures may be made:

e A Member of Congress or a representative of a committee of Congress

e An Inspector General that receives funding from or has oversight over contracts awarded for
or on behalf of an Federal Ministry or Authority

e The Government Accountability Office

o A Federal employee responsible for contract oversight or management at the relevant
agency

e An authorized official of the Department of Justice or other law enforcement agency

e A court or grand jury

e A management official or other employee of the University who has the responsibility to
investigate, discover, or address misconduct.

Where and when complaints may be filed:

An employee of the University who believes that he or she has been discharged, demoted, or
otherwise discriminated against for having made a disclosure of the type described above may
submit a complaint to the Inspector General of the Federal Agency within three (3) years of the date
on which the alleged reprisal took place.

! Abuse of Authority means: "an arbitrary and capricious exercise of authority that is inconsistent with the mission of the executive
agency concerned or the successful performance of a contract or grant of such agency."
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The procedures for filing the complaint are set forth in 48 CFR §203.904.

Note: This right to file a complaint with the Federal Inspector General is separate and distinct from
the employee’s right to file a complaint of whistleblower retaliation under the University’s
"Whistleblower Protection Policy", and is applicable to any federal award or bid the University of
Haifa is a party to.)

Potential statutory remedies:

If the head of the agency determines that there is sufficient basis to conclude that the University
subjected the complainant to a reprisal as prohibited above, the head of the agency may take one or
more of the following actions:

e Order the University to take affirmative action to abate the reprisal.

e Order the University to reinstate the complainant-employee to the position that the person
held before the reprisal, together with compensatory damages (including back pay),
employment benefits, and other terms and conditions of employment that would apply to the
person in that position if the reprisal had not been taken.

e Order the University to pay the complainant-employee an amount equal to the aggregate
amount of all costs and expenses (including attorneys’ fees and expert witnesses’ fees) that
were reasonably incurred by the complainant for, or in connection with, bringing the
complaint regarding the reprisal, as determined by the head of the agency.

The University's comptroller will be the party that will receive the ruling of the head of the federal
agency and that shall be responsible to implement it, and the University undertakes, that it will
abide with the Federal Agency's decision in regards to any employees, contractors or sub-awardees
involved in Federal contracts, awards and bids according to Law .

Right to go to court

If the head of the agency issues an order denying relief or has not issued an order within 210 days
after the submission of the complaint or within 30 days after the expiration of an extension of time
and there is no showing that such delay is due to the bad faith of the complainant, then:

e The complainant will be deemed to have exhausted all administrative remedies with respect
to the complaint; and

e When the engagement for federally funded activity is vis-a-vis the United States Department
of Defense, the complainant may bring a de novo action at law or equity against the
University of Haifa to seek compensatory damages and other relief available under 10
U.S.C. 2409 in the appropriate district court of the United States, which shall have
jurisdiction over such action without regard to the amount in controversy.

e Such an action shall, at the request of either party to the action, be tried by the court with a
jury. The complaint must be filed within three (3) years of the date on which remedies are
deemed to have been exhausted.
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1. Purpose:

The University of Haifa is obligaged to grant certain rights to its employees in circumstances

in which there is "Whistleblowing" as defined under Israel Law.

Additionally, the University of Haifa engages, from time to time, in various research

cooperations with third parties from the United States, under which it is obliged to subject

itself to additional obligations under US federal law.

In light of the aforementioned, these guidelines are aimed to concentrate and regulate the

University of Haifa's handling of whistleblowing under the framework of joint research which

includes funding from US federal agencies.

B

Applicable Documents:

a.

The Employee Protection (Exposing offenses and harming integrity or proper
administration), 1997 ("Employee Protection Law");

The Israeli State Comptroller Law, 1958 [Consolidated Version]

10 U.S.C. §2409

41 U.S.C. §4712

3. Definitions:

a.

11.

1il.

"Whistleblower" — any employee of the University that has filed a Complaint against
the University itself or another employee of the University or whom assisted another
employee of the University to file a Complaint.

"Complaint" — a written complaint filed or oral complaint raised by an employee, to
the authorized body of the University, as set out in section 4.1.1 below, against the
employee's direct superior, against another employee of the University, against the
University itself or that assisted another employee of the University to file an
aforementioned complaint, due to:

The violation of a law related to the complainant's work, or related to the activity or
business of the University;

The violation of any of the University's regulation;

The harming of integrity or proper administration;
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iil.

"Complaint Following Retribution or Reprisal in the Workplace" — a written report
on any act perpetrated by the Whistleblower's superior which is illegal, unauthorized,
against proper administration, or which is excessively strick or blanatnly unjust
which has harmed the Whistleblower directly or that has directly prevented the
Whistleblower from receiving a benefit he/she is entitled to as a result of the
Complaint regarding:

An act of corruption;

A violation of Law or University Regulations;

A harminig of integrity or proper administration.

"Inquiry and Investigation Process" means a procedure to be initiated, mutatis
mutandis, under the University of Haifa's "Response to Research Misconduct
Allegations".

"US Federal Study" means any study or research performed by the University of
Haifa under a cooperative agreement, grant agreement or tender executed vis-a-vis a
federal agency or any third party for the execution of a project funded by a US

federal agency or commission.

4. Necessary Actions upon a Complaint:

a.

ii.

Israeli Law offers several options to any Whistleblower interested in filing a
Complaint against an employee or officer of the University of Haifa. The
Whistleblower is entitled to file a Complaint within one year of the occurance
warranting the Complaint or within one year of the discovery of the occurance
warranting the Complaint, to one of the following two entities;

The authorized body for handling Whistleblower complaints at the University of
Haifa which is the University Comptroller and/or anyone nominated on his/her
behalf ("Comissioner of Complaints" or "Commissioner") ; or

Filing a complaint to the Ombudsman of the Office of the Israeli State Comptroller
under Section 45a of the Israeli State Comptroller Law, 1958.

5. Handling Whistleblower Complaints by the University of Haifa

a. Upon the Commissioner's receipt of a Whistlblower's Complaint, the University of

Haifa shall act as follows:
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il.

11.

The Commissioner will initiate a Inquiry and Investigation process to examine the
circumstances of the Complaint;

The Commissioner will verify that not harm any "Work Affairs" of the Employee as
a result of filing a Complaint or assisting another employee in filing a Complaint.
For the purposes of this Section 5, "Work Affairs" shall have the meaning set out in

section 1 of the Employee Protection Law, as updated from time to time, and in this

regard:

1. Work Conditions;

2 Promotions;

3. Professional Training and Continued Education;

4 Termination or Severance Payments

5 Benefits and Payments paid to a Whistleblower in relation to his retirement;

The Commissioner's Decision

The Commissioner's decision will be given within 21 days after the receipt of a
Complaint, and shall be forwarded to the University of Haifa's President for further
treatment according to the President's discretion.

In the event the Comissioner requires an extension, the Comissioner shall provide the

University of Haifa's President with an interim report.

6. Actions in Response to Harm to a Whistleblower's Work Affairs

ii.

a. A Whistleblower claiming that the University of Haifa is entitled to:

File a lawsuit against the University of the Regional Labor Court according to the
Employee Protection Law;

File a Complaint Following Retribution or Reprisal in the Workplace to the
Obdusman at the office of the Israeli State Comptroller.

7. Any Whistleblower whom files a Complaint in bad faith or in spitefulness, may be exposed

to any of the following sanctions:

i. His action shall result in an administrative violation, in regards to Complaint
Following Retribution or Reprisal in the Workplace, both under this Policy
and the other applicable disciplinary policies of the University of Haifa;

ii. A lawsuit may be filed against him in the applicable Regional Labor Court.
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8. Expanded Rights for an Emplovee Participating in US Federal Contracts, Tenders and

Grants

a. The University of Haifa executes various engagements vis-a-vis US Federal agencies
and bodies, whether directly, through receiving sub-awards or sub-contracts or
through participating in tenders.

b. Whenever the University of Haifa is engaged vis-a-vis a US Federal Agency or
Body, any employee, sub-contractor or service provider involved in the US federally
funded research, project or activity_shall also be entitled to file a complaint regarding
an alleged harm due to reprisal or harm to their work affairs according to U.S
Federallaw regarding Whistleblower Protection, and all according to the

Whistlblower Bill or Rights, attached hereto as Appendix A.

9. Responsibility
a. CEO and Vice President
b. Research Authority

c. University Comptroller
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Appendix A

Employee/Sub-Contractor/Service Provider Whistlblower
Bill of Rights in US Federally Funded Activities

What is prohibited?

When the University of Haifa, acts as a Federal contractor/subcontractor with the various Federal
bodies, the University is prohibited from discharging, demoting, or otherwise discriminating against
an employee as a reprisal for disclosing to any of the entities listed below (see Entities/Persons to
whom disclosures may be made), information that the employee reasonably believes is evidence of
any of the following (in regards to the Federally funded contract/sub-contract/award):

e Gross mismanagement of a Federal contract

e A gross waste of Federal funds

e An abuse of authority relating to a Federal contract’

e A substantial and special danger to public health or safety

e A violation of law, rule, or regulation related to a Federal contract (including the
competition for or negotiation of a contract.)

A reprisal is prohibited even if it is undertaken at the request of an executive branch official of
Israel or the Federal Government, unless the request takes the form of a non-discretionary directive
and is within the authority of the executive branch official making the request.

Entities/Persons to whom disclosures may be made:

e A Member of Congress or a representative of a committee of Congress

e An Inspector General that receives funding from or has oversight over contracts awarded for
or on behalf of an Federal Ministry or Authority

e The Government Accountability Office

o A Federal employee responsible for contract oversight or management at the relevant
agency

e An authorized official of the Department of Justice or other law enforcement agency

e A court or grand jury

e A management official or other employee of the University who has the responsibility to
investigate, discover, or address misconduct.

Where and when complaints may be filed:

An employee of the University who believes that he or she has been discharged, demoted, or
otherwise discriminated against for having made a disclosure of the type described above may
submit a complaint to the Inspector General of the Federal Agency within three (3) years of the date
on which the alleged reprisal took place.

3 Abuse of Authority means: "an arbitrary and capricious exercise of authority that is inconsistent with the mission of the executive
agency concerned or the successful performance of a contract or grant of such agency."
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The procedures for filing the complaint are set forth in 48 CFR §203.904.

Note: This right to file a complaint with the Federal Inspector General is separate and distinct from
the employee’s right to file a complaint of whistleblower retaliation under the University’s
"Whistleblower Protection Policy", and is applicable to any federal award or bid the University of
Haifa is a party to.)

Potential statutory remedies:

If the head of the agency determines that there is sufficient basis to conclude that the University
subjected the complainant to a reprisal as prohibited above, the head of the agency may take one or
more of the following actions:

e Order the University to take affirmative action to abate the reprisal.

e Order the University to reinstate the complainant-employee to the position that the person
held before the reprisal, together with compensatory damages (including back pay),
employment benefits, and other terms and conditions of employment that would apply to the
person in that position if the reprisal had not been taken.

e Order the University to pay the complainant-employee an amount equal to the aggregate
amount of all costs and expenses (including attorneys’ fees and expert witnesses’ fees) that
were reasonably incurred by the complainant for, or in connection with, bringing the
complaint regarding the reprisal, as determined by the head of the agency.

The University comptroller will be the party that will receive the ruling of the head of the US
federal agency and that shall be responsible to implement it, and the University undertakes, that it
will abide with the Federal Agency's decision in regards to any employees, contractors or sub-
awardees involved in Federal contracts, awards and bids according to Law.

Right to go to court

If the head of the agency issues an order denying relief or has not issued an order within 210 days
after the submission of the complaint or within 30 days after the expiration of an extension of time
and there is no showing that such delay is due to the bad faith of the complainant, then:

e The complainant will be deemed to have exhausted all administrative remedies with respect
to the complaint; and

e When the engagement for federally funded activity is vis-a-vis the United States Department
of Defense, the complainant may bring a de novo action at law or equity against the
University of Haifa to seek compensatory damages and other relief available under 10
U.S.C. 2409 in the appropriate district court of the United States, which shall have
jurisdiction over such action without regard to the amount in controversy.

e Such an action shall, at the request of either party to the action, be tried by the court with a
jury. The complaint must be filed within three (3) years of the date on which remedies are
deemed to have been exhausted.
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